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Housekeeping

Today’s Webinar is being recorded and both this 

accessible recording and accessible copies of the slides 

will be on the FREED website.

www.FREED.org

Questions & Comments?

Type your questions in the Q&A and/or CHAT tab 

Closed Captioning Available: Click on CC on your control 

panel the click “show subtitle”

http://www.freed.org/


WELCOME!

Ana Acton

Executive Director

FREED Center for 

Independent Living



Aging & Disability Resource Connection 

(ADRC) of Nevada, Yuba and Sutter Counties

Serve as consumer directed resources for long-term services and 

supports (LTSS) for people of all ages, disabilities, and income levels.

Utilize a “no wrong door” approach, making access to information and 

LTSS as seamless and easy as possible for consumers.

Bring existing resources together to provide objective information 

about the full range of options that are available and to empower 

consumers to make informed decisions about their LTSS



September 25, 2020

NEVADA CITY, CA     
530-470-0104

Michael Anderson, CEO, Clientworks, Inc.

LIVE, WORK, & THRIVE ON THE INTERNET!



Essential Utility Infrastructure
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Water Sewer Electricity Broadband

“The Fourth Utility”
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Are You Ready for the Emerging Economy?

Distributed 
Ledger

(Blockchain)

Artificial 
Intelligence

Internet of 
Things

On Demand / 
Real Time

Automation

1 2 3 4 5



Separating Infrastructure & Services
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Services

Infrastructure

Smart City / IoT Education Public SafetySmart Grid

Efficient
GovernmentTransportation 

Aging in Place Tele-Medicine
Emergency

Communications

Affordable
Communications Entertainment

Internet

Telephone
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Fiber
25 Tbps

(25,000,000 Mbps)

Cable

1 Gbps
(1,000 Mbps)

DSL

100 Mbps

5G

2 Gbps
(2,000 Mbps)

Why Fiber? – Comparison by Medium

Current Maximum Download Speeds



Henry Ford –

“If I had asked people what they wanted, 
they would have said faster horses.“

It is Not About Fast Internet
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The Network Becomes a Platform of Possibility

EntryPoint, LLC – Confidential – All Rights Reserved Page  11

Economic Development

Smart City / IoT

Education

Livability

Public Safety

Smart Grid

Efficient Government

Transportation 

Aging in PlaceTele-Medicine

Innovation

Emergency Communications

Affordable Communications



$170,756,000,000 
Annual Revenues

$20,400,000,000 
Annual Revenues

$94,507,000,000 
Annual Revenues

$43,634,000,000 
Annual Revenues

$130,863,000,000 
Annual Revenues

$23,443,000,000 
Annual Revenues

$1,072,295,000 
Annual Revenues

$8,611,000,000 
Annual Revenues

$4,620,000 
Annual Spend

$45,000,000 
Annual Revenues
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Locally Owned Wire

“We need the community to own the wire to make it
easy for service providers to come and compete
across that wire in an open marketplace. That will
dramatically change the price across the country.”

Bruce Patterson – Technology Director in Ammon, ID



An oldie … but a goodie!

How to connect



Broadband companies by 
location in Nevada County

City/ Town Centers Suburbs (Exurbs) Rural

Comcast cable and fiber 1,2
Grass Valley and Nevada City 
within the city limits

Only a very few neighborhoods 
at the NC/GV edges

NONE

Race Communications fiber New project along Hwy 174 New project along Hwy 174 New project along Hwy 174

AT&T DSL (also Omsoft DSL 
reseller) 1

Grass Valley, Nevada City, Penn 
Valley, Truckee, within the city 
limits (LEGACY ONLY)

Most locations with copper 
landline telephone service 
(LEGACY ONLY)

Most locations with copper 
landline telephone service 
(LEGACY ONLY)

AT&T fiber 2
Grass Valley and Nevada City 
within the city limits

By special order (very expensive)NONE

Spectrum cable South Truckee NONE NONE

Suddenlink cable Alta Sierra, Lake of the Pines NONE NONE

Smarter Broadband
All over Nevada County, 
depending upon line of site

All over Nevada County, 
depending on line of site

All over Nevada County, 
depending on line of site

Oasis (fixed wireless) NONE NONE
South Nevada County, 
depending on line of site

Digital Path (fixed wireless) NONE
Northwest Nevada County, 
depending on line of site

Northwest Nevada County, 
depending on line of site

Foothill.net, CentralValley.net, 
Colfax.net

NONE NONE
Southwest Nevada County, 
depending on line of site

Cellular Network (AT&T, Verizon, 
T-mobile

YES (spotty in some areas) YES (spotty in many areas)
YES (spotty in most areas, 
unavailable in many areas)

Satellite (HughsNet, ViaStat, 
StarLink

YES (slow, with high latency) Yes (slow, with high latency) Yes (slow, with high latency)

1. Low cost plans
2. E-Rate



User Matrix
Beginner: browsing & 
email

Intermediate: telework, telemedicine, distance 
learning

Advanced: Cloud use, Developer, 
Gamer

Comcast cable & fiber

Race fiber

AT&T (and others) DSL

AT&T fiber

Spectrum cable

Suddenlink cable

Smarter Broadband

Oasis

Digital Path

Foothill.net, CentralValley.net, 
Colfax.net

Cellular Network

Satellite



Access control
■ Turn on multifactor authentication.

■Use single sign-on
■Apply device or location-specific access controls across sensitive 

data, including unmanaged devices, public computers, or open Wi-

Fi networks.
■Apply role-based access control so that it gives minimum access 

to users while still allowing them to fulfill their job duties.

SECURITY



Data loss prevention (DLP)
■ Inventory existing DLP policies across different services.
■Gain visibility into how data are being used, including:

− The number of files containing sensitive data, such as salaries, passports, Social Security numbers, 

account numbers, credit card numbers, and more

− The number of files being shared with internal employees and outside partners

− The number of files being shared with personal email accounts such as Gmail or Yahoo! Mail and 

others

■Define cloud-centric DLP policies. For example, some DLP policies might apply to SharePoint 

and Salesforce users uniformly, while other policies might be needed that will be unique
■Define remediation actions only after online usage policies have been fine-tuned, such as 

enforcing sharing policies based on domain whitelist/blacklist and revoking untraceable 

shared links for files containing sensitive content
■Use a single DLP engine for every cloud service to ensure uniform enforcement of DLP 

policies

SECURITY



Threat protection
■Monitor user activity within both local LAN and online cloud services to identify anomalous 

behavior that might be indicative of:

− Compromised account − Malicious internal user

− External user threat − Accidental misuse or policy violations

■Apply privileged user analytics to identify risk from dormant administrator accounts, 

excessive permissions, and unnecessary escalation of privileges and end-user provisioning 

■ Identify stolen login credentials for sale on the Darknet, and send targeted password updates to users 

with compromised credentials
■ Employ a cross-application threat detection strategy to ensure that:

− An unmanaged shadow IT cloud service isn’t being used in tandem as a vector for data exfiltration

− Seemingly innocuous activity within a single cloud application can be correlated with activity 

in other applications to expose multidimensional cloud threats

− Incident investigation and remediation can be applied across multiple services at once

SECURITY



Stay Safe Online

Nevada County Community Library



The Internet is like a shopping mall

● Not scary - a place to meet with friends and shop

● Don’t leave your car unlocked

● Don’t give your credit card number to a stranger

● Similar risks

-GCF Global https://edu.gcfglobal.org/en/internetsafety/introduction-to-internet-safety/

- National Cybersecurity Alliance https://staysafeonline.org/stay-safe-online/

https://edu.gcfglobal.org/en/internetsafety/introduction-to-internet-safety/1/
https://staysafeonline.org/stay-safe-online/


Passwords

● Create a password to do just 

about everything on the Web

● The wrong kind of password can 

cause serious risks to your online 

security

● Use passwords that are long,

strong, and difficult for 

someone else to guess

● Use multi-factor authentication

(MFA)

● Use password managers



http://www.youtube.com/watch?v=aEmF3Iylvr4


Email Safety

● Looks just like it comes from a financial institution, an e-commerce 

site, a government agency or any other service or business.

● Panic!

● Verification methods:

● Contact the company directly

● Search for the company online



http://www.youtube.com/watch?v=NI37JI7KnSc


Spam

● Can contain phishing or 

malware

● Enable filters on your email 

programs

● Report spam

● Own your online presence

also known as junk email



Phishing

Phishing scams are messages 

that try to trick you into 

providing sensitive 

information. 

Spear phishing involves highly 

specialized attacks against 

specific targets or small groups of 

targets to collect information or 

gain access to systems. 



Social Networks

● Not limited to email

● When in doubt, throw it 

out.

● Mark as spam whenever 

possible!
You can report spam on social networks like 

Facebook, Twitter, and YouTube



Tips for Avoiding Being a Victim

● Don’t reveal personal or financial information in an email

● Check the security of the website.

● Pay attention to the website’s URL

● Try to verify it by contacting the company directly

● Keep a clean machine



What to Do if You 

Are a Victim

● Report it to the appropriate people

● contact your financial institution 

immediately

● Watch for any unauthorized 

charges

● Consider reporting the attack



Stop. Think. 

Connect.



Tips

● When in doubt, throw it out

● Think before you act

● Make your passphrase a sentence

● Unique account, unique passphrase

● Lock down your login



Online Shopping

● Think before you click

● Do your homework

● Consider your payment options

● Watch what you give away

● Keep tabs on your bank and 

credit card statements



http://www.youtube.com/watch?v=el3N6qQjr-I


Malware and 

Botnets
Secure your computer!

● Viruses

● Spyware

● Botnets

● Ransomware



Want to learn more?

Want to support 

someone else to 

learn more?

4 of our favorite trusted online learning sites:



CA Dept on Aging Digital Divide Page

• Links to many other resources 

• Check out “Tips and Tricks on 
Using Technology”

• Many How-To Videos

• Specific Info on

• Food delivery

• Prescription delivery

• Online Banking

• Etc.

https://aging.ca.gov/covid19/Digital_Divide/

https://aging.ca.gov/covid19/Digital_Divide/


AARP Free Online Classes

• For easy navigation click on 
“My Learning Library”

• Many resources around safety 
and fraud.

• Mostly short video tutorials

• Requires Registration – easy 
process

https://learn.aarp.org/?cmp=RDRCT-TEK-ACADEMY-AUG_015

https://learn.aarp.org/?cmp=RDRCT-TEK-ACADEMY-AUG_015


GCF LearnFree.org
• For easy navigation click on 

“Topics”

• Many resources around 
employment skills.

• Many written tutorials – but 
also youtube playlists for video 
instruction

• Allows registration to save 
progress in courses

• Lots of topics

• Basic computer skills

• Internet skills

• Smartphones and Tablets

• Social Media

• Etc.
Learnfree.org



Tech Boomers
• For a video on how to use the 

site click on “Take the Tour”

• LOTS of resources from basic to 
advanced topics

• Good searchability: select 
“Today I want to learn about…”

Techboomers.com



2020 Our Community:  

Aging & Disability Webinar Series 

September - November sessions include:

• Digital Divide – Continued.. 

• 10/2: “Telemedicine and Online Healthcare Resources”

• Social and Emotional Well Being  - 10/9, 10/16, 10/23/2020

• Long Term Services & Supports – 10/30, 11/6, 11/13/2020

Register Today! 

https://freed.org/our-community-an-aging-and-disability-

conference/

https://freed.org/our-community-an-aging-and-disability-conference/


Take the US Census Today! 

https://2020census.gov/

https://2020census.gov/


MAKE YOUR VOICE 

HEARD!

Vote November 3rd, 2020!

Register to Vote Today –

https://registertovote.ca.gov/

https://registertovote.ca.gov/

